ALLIED WORLD CYBER CLIENTS
HAVE THE POWER

Using this Vulnerability Management
Platform, our Cyber clients have one more
tool designed to reduce the risk of:

* ransomware attacks

* data breaches

* phishing attacks

* business email compromise

* supply chain compromise

* compliance fines and penalties

PLATFORM COMPONENTS

Monitoring: Automated security scans

of attack surface/assets checking for
vulnerabilities and other cyber risks to:

* Capture historical risk profile performance
* Prioritize recommendations

* Monitor the environment for changes

* Produce proof of compliance

Reporting: Receive detailed and high-level
reports to share with internal cyber security
stakeholders.

Vendor Risk Management: A key area

of vulnerability comes from third party
vendors. This platform helps keep vendors
in compliance with your organization's
cyber security objectives (including
customer compliance and supply chain
tracking).

Self-Assessments: Assess and check
readiness against major compliance
frameworks and provide evidence of
completion.

Prescriptive Threat Intelligence: Timely
threat intelligence with zero-day health
checks relevant to specific assets in the
environment based on short questionnaires
that help insureds determine whether they
are at risk, and if they have implemented
current remediation guidance. CyRisk will:
¢ Share credible, cyber threat intelligence
and urgent security warnings in real time
* Provide mitigation advice when critical
threats arise

Professional Support: Cybersecurity

professionals are available to help

clients understand the reports and

recommendations with:

* One-hour onboarding session to
introduce the CyRisk platform

* One-hour consultation on scanning
outputs

* Unlimited email support

allows
Clients to Stay Ahead of Cyber Threats

The risk of being hacked continues to rise as bad actors find new ways to infiltrate networks. While every effort is made to safeguard
systems, the target keeps moving. That's why Allied World // FrameWRX™ , working with industry expert CyRisk, is offering our
Cyber insureds access to a Vulnerability Management Platform. This platform, provided at no additional cost, not only conducts real
time scanning to monitor and report vulnerabilities (and recommend fixes), it continues to monitor systems and contact clients should
anew risk emerge.

HOLISTIC CYBERSECURITY
PROTECTION

CyRisk is an industry expert in procuring
end-to-end security and compliance
alignment by putting powerful cyber

risk analysis tools and enterprise-grade
cybersecurity protections in the hands of
organizations of all sizes.

CONTACT

Contact AWFrameWRX®@awac.com or
your Allied World Cyber underwriter to
learn more about our FrameWRX platform,
including the vulnerability management
platform we offer.

A FAIRFAX Company

This information is provided as a general overview for agents and brokers. Coverage will be underwritten by an insurance subsidiary of Allied World Assurance Company Holdings, Ltd, a Fairfax
company ("Allied World"). Such subsidiaries currently carry an A.M. Best rating of "A" (Excellent), a Moody's rating of "A2" (Good) and a Standard & Poor's rating of "A-" (Strong), as applicable.
Coverage is offered only through licensed agents and brokers. Actual coverage may vary and is subject to policy language as issued. Coverage may not be available in all jurisdictions. FrameWRX
services are provided by third-party vendors via a platform maintained in Farmington, CT by Allied World Insurance Company, a member company of Allied World. © 2023 Allied World Assurance
Company Holdings, Ltd. All rights reserved
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